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Resumo — Com o intuito de promover o desenvolvimento e utilizacao do protocolo IPv6, a Anatel estabelece um conjunto de requisitos para a certificacao de equipamentos de telecomunicacdes Categoria |
compativeis com o referido protocolo, baseados em normas internacionais, como 3GPP, ETSI e RFC. O Laboratoério de Integracao e Testes (LIT), situado no INPE, € um dos principais laboratorios para homologacgao e
certificacao de equipamentos de telecomunicacdes no Brasil. Neste trabalho, apresentam-se algumas caracteristicas do protocolo IPv6, os requisitos de ensaios requeridos pela Anatel e alguns resultados de ensaios
realizados no LIT.

l. INTRODUCAO Ensaio RFC 2460- Traffic Class Non-Zero — End Node

O Protocolo de Internet versao 6 (IPv6) € a versao atual do protocolo de rede, sucessora do protocolo | | N
» O NUT deve processar o campo Traffic Class de pacotes recebidos e gerar um valor valido neste campo nos pacotes

IPv4. No IPv6, mudancas foram implementadas para aumentar o numero de enderecgos IP e melhorar o transmitidos

desempenho e a segurancga da informacao do protocolo. Entre elas, citam-se: enderecos de 128 bits com

No. Time Source Destination Protocol Length Info
. _ . o . . _ 1 0.000000 2001: :a2al:a2ff:fea3:ada5 fd8o::1 ICMPV6 70 Echo (ping) request id=0x0000, seq=0, hop limit=255 (reply in 4)
notacao hexadecimal, cabecalho base simplificado, suporte a cabecalhos de extensao e opcoes, fim do 2 0.122129  fe80::290:b8ff:fele:ad23  ff02::1:ffa3:adas ICMPv6 86 Neighbor Solicitation for 2001::a2al:a2ff:fea3:ada5 from 00:90:..
_ _ _ _ _ _ 3 0.122161 feB0::a2al:a2ff:fea3:adad feB80::290:b8ff:fele:ad23 ICMPv6 86 Neighbor Advertisement 2001::a2al:a2ff:fea3:ada5 (sol, ovr) is ..
endereco broadcast, introdugao do endereco anycast e de funcionalidades de autoconfiguracao [1,2]. 4 0.122430  dg::1 2001::a2al:a2ff:fea3:ada5 ICMPv6 70 Echo (ping) reply id=0x0000, seq=0, hop limit=63 (request in 1)
5 0.230650 2001::a2al:a2ff:fea3:adab ff02::1 ICMPv6 86 Neighbor Advertisement 2001::a2al:a2ff:fea3:ad4a5 (ovr) is at 00..
A Agéncia Nacional de Telecomunicacoes (Anatel), uma agéncia reguladora brasileira, para estimular o 6 0.287691 2001::a2al:a2ff:fea3:ada5  d8o::1 ICMPv6 70 Echo (ping) request id=0x@@0@, seq=@, hop limit=255 (reply in 7)
desenvolvimentO e utilizagéo do protccolo IPv6 estabelece um Conjunto de requisitos para a Certiﬁcagéo » Frame 1: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) » Frame 4: 70 bytes on wire (560 bits), 70 bytes captured (560 bits)
J » Ethernet II, Src: a@:al:a2:a3:ad4:a5 (a@:al:a2:a3:ad4:a5), Dst: RohdeSch_le:a0:23 (00:90:b8:1e:a0:23) » Ethernet II, Src: RohdeSch_le:a@:23 (00:90:b8:1e:a0:23), Dst: a@:al:a2:a3:ad4:a5 (a0:al:a2:a3:a4:ab)
de equipamentos de telecomunicacées (Categoria |) compativeis com o protocolo IPv6 [3]. Tais requisitos e 0010 0000 <o v e et e [Fratric closs: o0 (oscr: cs1, Eon: Not-£cn e 0010 0000 e v s ere e [Frartic Ciass: o0 Josce: cs1, ecn Not-ch
............ 0000 0000 0000 0000 0000 = Flow Label: 9x00000 ---i e .é..-IOII 1111 1111 o111 1110 = ow Label: X e
. . . , . . . Payload Length: 16 Next Mesder: TCHPS (58
aplicam-se a equipamentos com interface aérea destinada a servigos moveis, como telefone celular, Next Header: TCHPVG (50) o Limes 63
Source: 2001::a2al:a2ff:fea3:ada5 Source: fd8e::1
. estination: . Destination: 2001::a2al:a2ff:fea3:a4dab
raStreador VeICUIar e tablet. I?Source TeredZdEer}er IPv4: 0.90.0.0] [Destination Teredo Server IPv4: 9.0.0.0]

[Destination Teredo Port: 23808]

[Destination Teredo Client IPv4: 1.92.91.90]

[Destination SA MAC: a@:al:a2:a3:a4:a5 (a@:al:a2:a3:a4:a5)]
nternet Control Message Protocol v6

Type: Echo (ping) reply (129)

Code: ©

Checksum: ©x6833 [correct]

[Source Teredo Port: 23808]

[Source Teredo Client IPv4: 1.92.91.90]

[Source SA MAC: a@:al:a2:a3:a4:a5 (a@:al:a2:a3:a4:a5)]
v Internet Control Message Protocol v6
Type: Echo (ping) request (128)
Code: ©
Checksum: @x6933 [correct]
[Checksum Status: Good]
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No INPE (Instituto Nacional de Pesquisas Espaciais), o LIT (Laboratorio de Integracao e Testes) € um

dos mais importantes laboratorios no pais acreditado para a realizacao de testes de conformidade com o

[Checksum Status: Good]

Identifier: 0x0000
Identifier: ©x0000
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v Internet Protocol Version 6, Src: 2001::a2al:a2ff:fea3:ad4a5, Dst: fd8@::1 v Internet Protocol Version 6, Src: fd8@::1, Dst: 2001::a2al:a2ff:fea3:ada5 :
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IPv6. Neste trabalho, apresentams-se algumas caracteristicas do IPv6, os requisitos exigidos pela Anatel, Sonuances 0 BemmieTniy

» Data (8 bytes) » Data (8 bytes)
bem como resultados de alguns ensaios de conformidade realizados no LIT. o e e
II. IPv6 - INTERNET PROTOCOL VERSION 6 Ensaio ETSI

Cabecalhos de Extensao

Cabecalho base IPv6

Hop-by-hop Options  =Fragment » O NUT deve suportar autoconfiguracdo de endereco stateless (SLAAC)

Prefix Length: 64
» Flag: 0x4@, Autonomous address-configuration flag(A)
Valid Lifetime: Infinity (4294967295)

v Internet Control Message Protocol V6
Type: Echo (ping) reply (129)

lll. REQUISITOS DE ENSAIOS

Preferred Lifetime: Infinity (4294967295) Code: ©

Reserved Checksum: ©x7442 [correct]

Prefix: fc@l:abab:cdcd:efe®:: [Checksum Status: Good]
Documento Normativo Requisitos Aplicéveis » ICMPv6 Option (Source link-layer address : 00:90:b8:01:ff:f1) Identifier: @xcbild

Sequence: 1

[Response To: 1808]

[Response Time: 137.570 ms]
» Data (100 bytes)

Inter-RAT cell reselection

UE capability transfer/ Success
UE initiated detach/ Mapped security context

First lu mode to S1 mode inter-system change after attch
Periodic Location Update

EPS bearer context modification/ Success .
UE requested PDN connectivity accepted by the network V. CONCLUSAO
UE requested PDN connectivity not accepted

3GPP TS 36.523-1 Evolved Universal
Terrestrial Radio Access (E-UTRA)
and Evolved Packet Core (EPC);User
Equipment (UE) conformance
specification;Part 1: Protocol
conformance specification [4]

: I
! :
32 bits = Destination Options ~ =Authentication | |
. . . |

< —> = Routing (Type 0) =Encapsulating Security Payload | :
| | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | : No. Time Source Destination Protocol  Length Info I
| 1 0.000000 fe80::290:b8ff:fe@l:fffl ff02::1 ICMPv6 96 Router Advertisement from 00:90:b8:01:ff:f1 :
Enderecos IPv6 : 2 0.210148 fe80::1 £102::2 ICMPV6 56 Router Solicitation from e6:11:71:59:e2:44 |
~ Classe de . ' 3 0.211919 fe80::290:b8ff:fedl:fffl fe80::1 ICMPv6 96 Router Advertisement from ©0:90:b8:01:ff:f1 I
Verséao A5 |dentificador de fluxo _ | I
Trafego = Tamanho de 128 bits : . . o | !
. = F h deci | doi t ] : 1808 266.112578 fc@l:cafe::1 fcOl:abab:cdcd:efed::1 ICMPv6 148 Echo (ping) request id=@xcbld, seq=1, hop limit=64 (reply in 1809) I
Tamanho dos dados Proximo Limite de saltos orma nexadecimal com dols pontos () ! 1809 266.250148 fcOl:abab:cdcd:efed::1 fc@l:cafe::l ICMPv6 148 Echo (ping) reply id=@xcbld, seq=1, hop limit=64 (request in 1808) :
Cabecalho Ex: 2001:0DB8:ABCD:DED0:0000:0000:0000:F123/64 : :
2001:DB8:ABCD:DEDO::F123/64 : -
| » Frame 1808: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits) !
s o O : Raw packet data - : :
naereco de ovrigem 1 » Int t Prot 1V i 6, Src: fc@l:cafe::1, Dst:i1fc@l:abab:cdcd:efed::1 1
(1928 bItS) g Tlpos de Enderegos IPV6 i[ :;:msa:;e?dz)t/:es on wire (768 bits), 96 bytes captured (768 bits) [_ I:t:::gt C;zt?‘f)(l) MeigzgznProtozgl V; 2L > :_C_ _f_a_ _C_C_ _e_e__! :
. L . y . . . I, Internet Protocol Version 6, Src: fe80::290:b8ff:fe@l:fffl, Dst: fe8@::1 Type: Echo (ping) request (128) :
= Unicast: identifica um unico dispositvo M e e Code: © ,
= Link-Local: usado para comunicagdo em um enlace (FES80::)  [Type: Router Advertisement (134 C{gs;:i:‘:m g’t‘;i"g [22;;‘;“1 :

Code: @ :
= Global: usados na Internet : Checksum: @x23c@ [correct] Identifier: @xcbld :
- = Anycast: identifica um grupo de interfaces. O pacote € enviado ! [Checksum Status: Good] Sequence: 1 '
Endereco de Destino y : grup o .p _ | Cur hop limit: 64 [Response In: 1809] :
(128 bits) para a !nterface com menor distancia do transmlsgor | > Flags: 0x00, Prf (Default Router Preference): Medium » Data (100 bytes) i
= Multicast: identifica um grupo de interfaces. O pacote € enviado a : ﬁg:z:;bt;f?i;:e (.i:;f 249% |
todas as interfaces do grupo ! Retrans timer (ms): @ |
I v ICMPv6 Option (Prefix information : fc@l:abab:cdcd:efe®::/64) » Frame 1809: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits) :
: Type: Prefix information (3) Raw packet data  _ _ _ __ _ _______ I
I Length: 4 (32 bytes) » Internet Protocol Version 6, Src:Ichl:abab:cdcd:efeO%:l, Dst: fc@l:cafe::1 :
: I
| |
I |
I |
I |
| |
I |
I |
| |
| |
I |
I |
| |
I |
| |

IPv6 READY Phase 1/Phase 2 Test Specification, Core Protocols, Technical Document-Section 1[5 A atual versdo do protocolo de rede denominada de IPv6 (Internet Protocol version 6) possui espago de
« RFC 2460 - Group 1: IPv6 header (Traffic Class Non-Zero-End node, Flow Label Non-Zero, Payload Length, No d . f . I.d d Ih d h d . f ~
| Next Header After IPv6 Header) enderecos maior e funcionalidades que melhoram o desempenho e seguranga da informacao em
RFC 2460 - Internet Protocol Version | , REC 2460 - G 2 - Extension Head d Ooti Next Header 7 No Next Header After Extensi
6 (|PV6) Specification rou_p . EXtension _ea ers a.n ptuons ( ex eaaer gro, O NeXx ea e_r er xens!on - . . .
Header, Unrecognized Next Header in Extension Header-End Node, Extension Header Processing Order, Option comparagcao com O IPv4. Como forma de incentivar o uso e desenvolvimento do IPv6, a Anatel estabelece
Processing Order, Option Processing, DestinationOptions Header) o . _ _ . _ _ o
. EFCP24I6Od_LGrOUE I3: Flrz?mentation (Fragment Reassembly, Reassembly Time Exceeded, Fragment Header M- requisitos para a certificacdo de equipamentos de telecomunicagcbes Categoria | compativeis com o
it, Payload Length Invali
ETSI TS 102 514 — Methods for referido protocolo, seguindo normas internacionais (3GPP, ETSI e RFC).

Configure Address (itens RQ_000_7001, RQ_000 7002, RQ_000 _7003)

F Link-| | Add it RQ 000 7024 , . ~ . , . . . , .
Statolons Aﬁffconﬁgrff’as;ignegfens §Q_@0_7(,)30) O LIT (Laboratério de Integracdo e Testes), situado no INPE, é um dos principais laboratérios para

Unicast Address (itens RQ_000_7050)

Testing and Specification (MTS);
Internet Protocol Testing (IPT): IPv6
Core Protocol; Requirements
Catalogue [6]

certificacao e homologacao de equipamentos de telecomunicagdes do pais.

Neste trabalho, apresentam-se carateristicas do protoclo IPv6, os requisitos exigidos pela Anatel e

IV. RESULTADOS alguns resultados de ensaios realizados no LIT.
Setup para ensaios 3GPP Setup para ensaios RFC/ETSI
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________________________________ r_é_u_d_ic_)_p_qg_e____________i radlobase 5. |IPv6 READY, Phase-1/Phase-2 Test Specification, Core Protocols, Technical Document — Section 1.
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NUT = Node Under Test .
TN = Tester Node Requirements Catalogue.




