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Abstract— Global navigation satellite systems (GNSS) can be
used to provide continuous, safe, and reliable positioning, speed
measurement, and timing services. Generating or replicating
GNSS signals, a spoofer can trick the receiver into believing it
is located elsewhere and, unlike in the case of jamming, the user
can not easily detect such an attack. A pre-correlation spoofing
mitigation approach that considers an antenna array is presented.
A loosely integrated receiver is considered with an anti-spoofing
subsystem processing the signals received by an antenna array
and afterwards passing a spoofing-free signal to a connected
state-of-the-art single-antenna GNSS receiver. This approach is
independent of the specific GNSS signals or constellations and
applies to both open and authorized (military) services.

Keywords— Spoofing, Pre-correlation, GPS, GNSS, Satellites

I. INTRODUCTION

Jamming and spoofing represent a serious threat to all users
of global navigation satellite systems (GNSS), but especially
to safety-critical and military applications [1], [2]. GNSS
receivers, which are vital for positioning nowadays and nu-
merous applications, even though well-developed, can easily
be deceived, experiencing interference known as spoofing. A
spoofer transmits replicas of satellite signals to control the
position, velocity, and time (PVT) estimation of a victim
GNSS receiver and thus can manipulate the positioning and
timing information presented to the user [3].

In contrast to jamming, for which the operation of the receiver
is significantly distorted and positioning is even denied, a
spoofing attack is very difficult to be detected by the GNSS
receiver, especially if the launched spoofing attack is well-
crafted and slowly introduced. Spoofing is considered a cybe-
rattack as it can infiltrate systems through the GNSS receiver
and manipulate the system’s behavior [4]. Therefore, the detec-
tion and mitigation of spoofing attacks became an important
field of research and development in the last years [5], [6].
The development of appropriate countermeasures is also one
of the major topics addressed by the e-Navigation strategy
launched by the International Maritime Organization (IMO)
[6]. Additionally, also aeronautical and military applications
have a high demand for spoofing mitigation, as incidents of
attacks are increasingly encountered and the they are becoming
more and more sophisticated [7].

In this work, in contrast to most of the works using an-
tenna arrays that can be found in the literature, e.g. [8],
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a loosely integrated receiver is considered where the anti-
spoofing subsystem is processing signals of the antenna array
and then passes a spoofing-free signal to a connected state-
of-the-art GNSS receiver with no specific features [5]. The
only approach found in the literature that could also be
applied in pre-correlation was presented in [9]. However,
this proposed approach does not estimate the DOAs of the
spoofing signals and its spatial filter (beamformer) is based
on post-correlation signal processing and knowledge of the
directions of arrival (DOAs) of the received satellite signals. In
contrast, the approach that is presented in this work performs
spoofing detection only pre-correlation and based on DOA
estimation of the spoofing signals with subsequent mitigation
by an adaptive beamformer which tries to amplify the received
satellite signals as much as possible without knowledge of
their DOAs.

II. DATA MODEL

The discrete complex baseband GNSS signal is received by an
antenna array of m = 1, ..., M sensor elements. The received
signal of the mth sensor element is
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with © denoting the Hadamard-Schur product (element-wise

multiplication), the sampling instant n = 0,1,..., N — 1,
the period k¥ = 0,1,...,K — 1 , the sampling duration
T, receiving ¢ = 1,...,1 satellite signals, receiving ¢ =

1,...,Q spoofing signals, the pseudo-random binary sequen-
ces (PRBS) ¢;(t) and ¢4(t), the time-delays 7;[k] and 74[k],
the Doppler shifts v;[k] and v,[k], the Doppler phases ¢, ;[k]
and ¢, 4[k], the mth element of the array steering vectors
am (pilk], 9;[k])C and a,, (pq4]k], 94[k])C with azimuth angles
@ilk] € [—m, 7] and @qlk] € [—m, 7] and elevation angles
9;[k] € [0,7/2] and ¥4[k] € [0,7/2], and the signal powers
P;[k] and P,[k]. In the present scenario the spoofer is receiving
the same satellite signals as the receiver and thus is retransmit-
ting the same PRBS in a amplify and forward fashion. Such a
spoofing attack is called repeater or meaconing attack [2]. The
antenna array response of the received satellite signals are

a(pi[k], Ui[k]) = [ar(pilk], Dilk]), - .. am(pilk], 9ilk]),
o an (s K], O[T € CMxL (8)

and the array response of the received spoofing signals are

a(pqk], Iqlk]) = a1 (pqlk]; Vg[K]); - - - am(q[k], Iq[K]),
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Furthermore, we assume ||c;[k; 7:[k]]||3 = |lcqlk; 74 [K]]1|3 =

N, while in general ||c;[k;7;[K]]||3 # N,Vr[k] and
l|cqk; TqK]]||3 # N,V1,lk] '. As the PRBS of all GNSS have
good cross-correlation and autocorrelation properties, the the
PRBS of different satellite are uncorrelated

c; [k milk]]ep [k 7y [k]] = 0, for i # p (10)
and thus also the spoofing signals are also uncorrelated with

(1)

Additionally, as the transmitter of the spoofing signals is
assumed to have a distance of more than ¢T, to the receiver,
where ¢ denotes the speed of light and 7 is the chip duration
of the PRBS, the satellite signals and the spoofing signals with
the same PRBS are all uncorrelated as well with

c;' [k; 7i[K]leqlk; 7o K]] = 0,

cq ks 7glk]Jep [k; 7 K] = 0, for g # p.

for ¢;[k,0] = cg4[k, 0], | [k] — 74[K]] > Te.  (12)
The noise is complex Gaussian CA/(0,02) with
E [[[nm [K][3] = o7 (13)
E [n)i[k]n,[k]] =0, with m #p (14)
E [0, k] [k]] = 071y, (15)

where Iy denotes a N x NN identity matrix. In this work we
consider a 7-element circular array with a central element.
An antenna with 7 elements arranged in a circle is interesting
due to its spatial resolution and radiation coverage. In general
more elements could be added, which would enhance the
performance of the later presented algorithms, but would also

n many cases, e.g., in case of GPS C/A PRBS with bandwidth B >
1.023 MHz, it’s assumed that ||c;[k;7;[k]]||3 ~ N,Vr[k] Vk and
lleqlks mq[K]II3 ~ N, Vrq[k] VE .

increase the complexity of the system. The antennas of the
array are located in the x-y-plain with Cartesian coordinates
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where A is the wavelength of the carrier frequency f. =
¢/ of the received satellite and spoofing signals. This work
considers isotropic elements and we assume that the far-field
and the narrowband assumption are fulfilled, such that the
array response vectors are equivalent to the so-called steering
vectors and include the relative phase shifts at the sensor
elements
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Performing correlation between the received signal of antenna
m = 1 with the M — 1 signals received by all other antennas
of the array yields

ylk = | Lxklxn k]

c (CJM_le. (25)
w1 [k]xar (k]
Correlations are collected over K periods in the matrix
Y =[y[l] -yl y[K]] ecMEL 26

Now, assuming that the DOAs of the received signals
are constant during K observations and considering that
a1 (¢;[k], 9;[k]) = 1 the post-correlation signal in a matrix
notation can be written as

Y =AP+A,P,+N, (27)
where
A = [a(p1,91)---alpr, 0p)) € CMH (28)
A, =[a(p1,01)--a(pq, V) € CMX9 (29)
alp,9) = [ay (o, 1), ... an—1(p,9)]" € CM=1X1 (30)
and
am (@, V) = ai(p,P)am(p, V). (31)



Furthermore,
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Finally, the spatial covariance matrix can be defined as
RYY _ E[YYH] c (C]\/fflfol
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where the noise covariance matrix is
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Thus, the noise after correlating the signal received by antenna
element m = 1 with the received signals of the other antennas
of the array is still Gaussian but spatially colored. The signal-
to-noise ratio (SNR) before this correlation for each received
satellite or spoofing signal at each receive antenna is

Pi/q

2
n

SNRx =
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and is in the order of —20 to —15 dB. Considering (38) the
SNR for each received satellite or spoofing signal after the

correlation at each receive antenna is
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Thus, in the case of a one-sided bandwidth of the GNSS
signals B = 1.023 MHz with N = 2046 and [ = @ = 13,
the SNR, is increased by nearly 19 dB with respect to
the SNRy. Consequently, correlating the signals received by
antennas m = 2,..., M with the signal received by antenna
m = 1 achieves an increase of the effective SNR and provides
reasonable conditions to analyse the DOAs of the received
signals while no knowledge about the signals itself, besides
their bandwidth and carrier frequency, is required.

III. DOA ESTIMATION

In this section we discuss the DOA estimation of the spoofing
signals in order to subsequently design a beamformer or
spatial filter to spatially mitigate these spoofing signals and
to provide a clean signal to a state-of-the-art single antenna
GNSS receiver. In the following we assume a meaconing
attack and thus the received sum power received from the
DOA of the spoofing signals is much higher than the power
received from each satellite, as the satellite signals are received
from different DOAs.

A. Convential Beamformer (CBF)

A classic direction finding method is the so-called conventio-
nal beamformer (CBF) which estimates the received power in
each direction to find the signals’ DOAs from the maxima of
the correlation output [10]
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Using an estimate of the covariance matrix
N 1
Ryy = EYYH (43)
and evaluating the following cost-function

The CBF represents a specific case of the maximum likelihood
(ML) DOA estimator in the single source case. This is parti-
cular useful for our approach because in case of a meaconing
attack the spoofing signals will arrive all from the same DOA
and thus can be considered as one source with accumulated
power of the different spoofing signals. Thus, one only needs
to search for the global maximum of Veopr(p,d) and the
respective azimuth and elevation angles are the DOAs of the
spoofing signals.



B. Results for DOA Estimation

In order to evaluate the performance of the CBF in a scenario
with spoofing (meaconing) we consider a typlical scenario
with 13 received GPS satellites. The respective skyplot is
depicted in Fig. 1 and shows the DOAs of the GPS satellites
by their pseudo-random code numbers (PRNs) and the DOA
of the spoofing signals (in red).
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Fig. 1. Skyplot - azimuth and elevation angles of the GPS satellites and the
spoofer .

The considered received power of the GPS satellites is listed in
Tab. I. We also assume that the spoofing signals are amplified
and they arrive at the victim GNSS receiver with a spoofing-
to-signal ratio (SSR) of 3 dB in order to be considered for
positioning by the victim receiver. In Fig. 2 the cost function
Vepr(p, V) is depicted for the simulated scenario. One can
observe that the global maximum of the cost function (azimuth
of 120° and elevation of 25°) clearly indicates the DOA of the
spoofing signal.
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Fig. 2. Normalized cost function Vo pr (¢, ).

In order to evaluate the root mean square error (RMSE) of
estimating the azimuth and elevation angle of the spoofing
signals with the CBF it’s performed Monte Carlo simulations
for different SSRs and number of periods K. The results are
depicted in Fig. 3 and 4, respectively.
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Fig. 3. RMSE of the azimuth angle of the spoofing signals.
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Fig. 4. RMSE of the elevation angle of the spoofing signals.

For a SSR higher than 3 dB and K > 200 reasonable
good estimation of the DOAs of the spoofing signals can be
achieved, as observed.

IV. SPOOFING MITIGATION

In order to mitigate the spoofing signals, we design a spatial
filter or beamformer such that its output provides a clean
signal to a standard single-antenna GNSS receiver without
any specific spoofing countermeasures. The beamformer w €
CMx1 filters the baseband signal received by antennas m =
1,2,... M before correlation

2" [k] = wiX[K]. (45)

A. Beamformer

The beamformer uses the estimated DOAs of the spoofing
signals to spatially mitigate them and additionally it incor-
porates constraints to amplify the satellite signals as much as
possible for further processing. The beamformer ties to achieve
a desired response over a specific region of azimuth ¢ and
elevation ¥} angles. The covariance matrix of such a distributed
source can be given as
Pu pOu
a= /" [ a0
pr J

all(p, 9)dpdd € CM>*M (46)
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TABLE 1
CARRIER-TO-NOISE DENSITY RATIO C'/Np IN DB-HZ OF THE GPS SATELLITES.

where the upper limit for the azimuth and elevation angles is
given by ¢, and 9, and the respective lower limits is given
by ¢; and ¥;. Using the matrix Q the maximum power of the
beamformer can be directed to the defined region by solving
the problem
max wlQw 47)
subject to
[Iwll3 = 1.

(48)

Furthermore, to suppress the spoofing signals the linear cons-
traint

WHa(@Svﬂs,‘) =1 (49)

is introduced, where ¢ and ¥ are the azimuth and elevation
angle of the spoofing signals. The problem given in (47), (48),
and (49) can be solved by an eigenvalue problem including a
linear null constraint. To solve the problem of maximizing (47)
subject to (48) Lagrange multipliers can be used. The cons-
traint is accommodated and so the corresponding Lagrangian
function is

L, w,) =wlQw — o(whw — 1) — o*(wlw — 1) (50)
with the Lagrangian multiplier ¢ € C. Now, the dual problem

max max L(o, w)
o w

(51

can be solved. First, we take the derivative with respect to w*
and equate this to zero

OLY) _ w— ow— o'w =0 (52)
ow*
and we get
Qw = 2Re{po}w = Aw. (53)

This is a so-called eigenvalue problem and thus the w* that
maximizes (47) subject to (48) is given by the eigenvector u*
related to the dominant eigenvalue A\* of the eigendecomposi-
tion

Q =uAU"

whereas A = diag{[\1, A2, ..., AT} € RM*M contains
the eigenvalues and U = [u; uy --- uy| € CMXM js a
unitary matrix containing the related eigenvectors. In general,
it can stated that

(54)

0<wiQw < \* (55)

and

(W) Qw* = A (56)
More generally, the eigenvalue problem can also have one or
even several linear constraints. In the case of one constraint,
the resulting eigenvalue problem can be given as

GHQG = vAVH (57)

whereas the projection matrix

G = Iy —a(p..9.)(a(ps00)a(0s,0.)) " a (p.,02) (58)

and V = [v; vo --- vy] € CM*M g a unitary matrix

containing the related eigenvectors. Here, w* that maximizes
(47) subject to (48) and (49) is equivalent to Gv*, where v*
is the eigenvector related to the dominant eigenvalue \*.

In practice it is very useful to broaden the null in the direction
of the spoofing signals as much as possible due to possible
errors in the DOA estimation of the spoofing signals. In order
to broaden nulls one can introduce a Toeplitz taper matrix [10]

[Ti j = sinc(fi — jla) € RM>M (59)
where [T]; ; denotes the 7, jth element of matrix T and o € R
is a design parameter. Thus, the resulting eigenvalue problem
can be given by

(GHQG o T) =VAVH (60)

where V. = [V1 Vo Var] € CM*M jg a unitary
matrix containing the related eigenvectors. Thus, w* that
maximizes (47) subject to (48) and (49) with broadening the
null according to T is equivalent to Gv*, where v* is the
eigenvector related to the dominant eigenvalue A*.

B. Results for Spoofing Mitigation

Fig. 5 and 6 show the response of the beamformer in terms of
the array gain of the antenna array without using the Toeplitz
matrix T, while Fig. 7 and 8 show the response with T and
a = 1. We choose p; = 0 (0°), ¢, = 27 (360°), ¥; = 0.34
(20°), and 9,, = 1.2217 (70°).
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Fig. 5. Response of the beamformer without T in 3D.
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Fig. 6. Response of the beamformer without T'.

Fig. 5 reports a prominent attenuation denoted by the yellow
and blue regions. It is also observed that such attenuation
affects some satellites as well which are denoted by the
blue triangles. A more detailed analysis can be performed by
observing the azimuth and elevation profile shown in Fig. 6.
Applying the Toeplitz matrix T with o = 1, as shown in Fig.
7 and 8, results to a much lesser suppression of the satellite
signals, except for the actual spoofing signal and the satellites
with DOAs close to the spoofing signals. Note that the null in
the direction of the spoofing signals is significantly widened
by T with o = 1 introducing robustness to DOA estimation
errors by the CBF.
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Fig. 7. Response of the beamformer with T in 3D.
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Fig. 8. Response of the beamformer with T'.

V. CONCLUSION

This work presented a pre-correlation spoofing mitigation
approach based on a loose integration of an antenna array.
The anti-spoofing subsystem detects spoofing attacks by DOA
estimation of the spoofing signals and performs subsequent
mitigation of the spoofing by adaptive spatial filtering. The
CBF was introduced as a suitable DOA estimation algorithm.
Simulation results show that for a SSR higher than 3 dB
and K > 200 reasonable small RMSE for the azimuth and
elevation angle of the spoofing signals can be achieved. The
proposed beamformer achieves nulling the spoofing signals
based on the DOA estimates provided by the CBF while
trying to amplify as much as possible the GPS satellite signals.
The proposed approach shows good performance in a realistic
scenario and the beamformer manages to robustly mitigate a
meaconing attack while providing GPS satellite signals with
sufficient array gain to a state-of-the-art GNSS receiver.

This study, in addition to not adopting other specific anti-
spoofing countermeasures, is different from most of the te-
chniques that can be found in the literature. Most of the
literature is based on post-correlation DOA estimation and
requires knowledge of the spreading sequences of each satellite
[6]. The only approach found in the literature that could also
be applied in pre-correlation was presented in [9]. However,
this proposed approach does not estimate the DOAs of the spo-
ofing signals and its beamformer is based on post-correlation
signal processing and knowledge of the DOAs of the received
satellite signals.
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